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ABSTRACT 
 

Mobile Edge Computing (MEC) enhances networking technology by bringing 

computing and storage close to end users. However, this advancement introduces 

security challenges, particularly its susceptibility to Distributed Denial of Service 

(DDoS) attacks that threaten network availability and performance in MEC. 

 

This study tackles these security vulnerabilities by introducing AdaptiveMECShield, an 

anomaly-based detection system designed to mitigate DDoS attacks in MEC 

environments. AdaptiveMECShield integrates several key features to efficiently detect 

and respond to malicious activity, load balancing, adaptive thresholding, windowing 

strategies, and real-time traffic monitoring using Software Defined Networking (SDN) 

controllers. The system dynamically adjusts trust values for network nodes based on 

packet header information, enabling timely and accurate detection of abnormal traffic. 

The adaptive thresholding mechanism allows the system to effectively respond to 

varying traffic patterns, minimizing false positives and negatives while maintaining high 

detection accuracy. Rigorous simulations demonstrated that AdaptiveMECShield 

outperformed the Self-Organising Map (SOM) scheme in terms of detection accuracy, 

false positive and negative rates, detection times, and resource consumption 

efficiency. 

 

In conclusion, AdaptiveMECShield significantly improves the security of MEC systems 

against DDoS attacks. Its proactive and adaptive nature ensures enhanced security 

and resilience of edge computing and IoT networks, contributing to uninterrupted 

availability and improved performance of critical services.  

 

Keywords: Mobile Edge Computing (MEC), Distributed Denial of Service (DDoS) 

Attacks, AdaptiveMECShield, Anomaly-Based Detection, Load Balancing, Adaptive 

Thresholding, Windowing, Network Security, Software Defined Network (SDN), 

Resource Utilisation 
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CHAPTER 1: INTRODUCTION  
 

1. Introduction 

The ever-expanding technological world exerts significant pressure on organisations 

and individuals to use technology efficiently and effectively. Individuals and 

organisations all over the world are increasingly relying on technology. This has 

resulted in an increase in traffic on communication networks, posing significant 

challenges in terms of connectivity, computing, and security. In September 2016, for 

example, many Internet of Things (IoT) devices infected with the Mirai malware 

flooded a French web host with about one terabit per second (Tbps) of distributed 

denial of service (DDoS) traffic [1]. 

 

The traditional cloud computing paradigm, with its centralised data processing, is not 

well-suited to meet the requirements of emerging applications, particularly those 

associated with the IoT [2]. IoT devices generate large amounts of data at the network 

edge, requiring real-time services and low-latency responses. To address these 

limitations, mobile edge computing (MEC) has emerged as an exciting new technology 

with the potential to transform how we distribute and consume digital services. MEC 

is  a technique that addresses these disruptions by bringing computing and storage 

closer to mobile users, enabling high bandwidth, low latency applications and high-

quality services [3], [4]. By processing data closer to the source, MEC reduces network 

congestion, improves response times, and enhances user experience. MEC, on the 

other hand, is subject to DDoS attacks, which can disable its capacity to supply critical 

services [5]. 

 

DDoS attacks pose a significant risk to MEC since they can quickly overwhelm its 

limited resources. DDoS attacks involve attackers flooding a target system with traffic 

from various sources, rendering it inaccessible to genuine users. This has the potential 

to compromise MEC-enabled services such as augmented reality/virtual reality 

(AR/VR), real-time video streaming, and IoT applications [6]. 

 

Because of the increased usage of new technologies in MEC, there is a pressing need 

to develop effective DDoS mitigation strategies. This research focuses on developing 
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new techniques for detecting, preventing, and mitigating DDoS attacks in the context 

of MEC’s specific characteristics, such as its distributed architecture and limited 

resources. 

1.1 Problem Statement 

The analogy of traffic congestion on a busy highway during peak hours, exemplifies 

the issue that MEC networks face. Just as an influx of cars can exceed the road's 

capacity, DDoS assaults take advantage of MEC networks' limited resources and 

distributed architecture across multiple locations, posing a substantial risk to their 

performance and security. The traditional DDoS mitigation techniques are ineffective 

against DDoS attacks in MEC networks because they are reactive and readily 

overwhelmed by large-scale attacks [7][8]. The use of distributed attacks such as 

botnets simplifies the commencement of massive attacks by attackers because they 

use the power of many devices to launch a distributed attack [9]. Figure 1.1 depicts a 

Distributed Denial of Service (DDoS) attack, where multiple compromised computer 

systems, collectively known as botnets, launch a coordinated assault on a target. The 

excessive number of requests generated by these botnets causes the intended 

system to slow down or become completely inaccessible, disrupting normal activities 

and preventing legitimate users from accessing the service. This coordinated attack 

seeks to drain the target's resources, causing downtime or significant service 

degradation.  

Figure 1.1 A DDoS Attack 
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Since its start, many DDoS mitigating techniques have been proposed and employed; 

however, the increasing complexity needs to call for developing technologies that 

could counteract these attacks and improve the technology’s performance. Traditional 

DDoS mitigation techniques typically involve distributing defence resources based on 

demand. However, this approach is ineffective because it is reactive and can be easily 

overwhelmed by large-scale attacks[10]. Nevertheless, a more promising approach is 

to create dynamic defence resources that involve proactively creating and deploying 

defence resources based on predicted attack patterns and trends.  

1.2 Objectives  

This research aims to design a dynamic and collaborative DDoS mitigation technique 

for mobile edge computing, enabling reliable and secure delivery of MEC services to 

mobile users.  This aim is divided into the following objectives, designed to: 

1.2.1 Explore the factors and impact of distributed denial of service in MEC. 

1.2.2 Develop a new technique for dynamically creating defence resources 

collaboration in MEC networks. 

1.2.3 Evaluate the effectiveness of the proposed techniques in mitigating 

DDoS attacks in MEC networks. 

1.2.4 Implement the proposed techniques in real-world MEC networks. 

1.3 Research Questions 

The following research questions are answered throughout the study to help develop 

and implement the best mitigation strategies. 

1.3.1 How can the impact of DDoS be mitigated in MEC? 

1.3.2 How can we create and deploy dynamic defence resources to protect 

critical MEC services from DDoS attacks? 

1.3.3 How can we evaluate the effectiveness of new DDoS mitigation 

techniques in MEC? 

1.3.4 How can we implement new DDoS mitigation techniques in real-world 

MEC networks? 

1.3.5 How can we identify and prioritise critical MEC services? 

1.3.6 What are the most effective ways to detect DDoS attacks in MEC 

networks? 
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1.4 Scientific Contribution 

“Designing a Secure Access Network Technique to Mitigate the Impact of Distributed 

Denial of Service Attacks on Mobile Edge Computing” explicates the overall goal of 

this study. The study begins by exploring the causes and consequences of DDoS 

assaults on MEC, which is critical for understanding the issue and driving the design 

of the mitigation architecture. It then focuses on fostering dynamic defense resource 

coordination within MEC networks, ensuring the establishment of secure procedures 

for protecting essential services. The mitigation technique's efficacy is dependent on 

identifying and prioritizing key MEC services, as well as properly detecting DDoS 

attacks. The study also assesses the effectiveness of various strategies to ensure they 

meet the required security criteria. The availability of services and resources 

guarantees that mobile edge cloud providers fulfil the required uptime, which might be 

hampered by DDoS attacks. 

The study, therefore, emphasises service availability in edge computing by tackling 

the most serious security challenge, a DDoS attack, which exerts an impact on the 

availability of services and resources provided by the mobile edge provider to users 

[11]. The study presents technique to mitigate against DDoS attacks in mobile edge 

computing. 

1.4.1 Contribution 1:  
By studying the packets flooding the network, this study proposes a change-point 

monitoring strategy for detecting DDoS flooding attacks on edge cloud services. The 

approach takes advantage of the fact that most DDoS attacks are automated and 

follow similar patterns. As a result, they may be separated from normal traffic when 

closely inspected.  

1.4.2 Contribution 2:  
Because of the volume of traffic that must be handled during a DDoS attack in edge 

computing, this study proposes a DDoS detection and mitigation strategy in MEC. The 

scheme is designed to detect DDoS attacks early and mitigate their impact on network 

performance. The effectiveness and performance of the early detection MEC-DDoS 

scheme in mitigating the impact of DDoS is evaluated. This study focuses on 
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enhancing the security performance of emerging technologies and networks, 

respectively.  

1.5 Overview 
 

There is a rapidly growing reliance on technology in both individual and organisational 

settings, and which has led to the development of new paradigms in networking 

infrastructure such as edge computing, which provides computing and storage closer 

to users and the edge of the network. The increasing use of online applications 

suggests that businesses and institutions rely on IoT technologies now more than ever 

before. However, the widespread use of these technologies has led to various security 

compromises and system vulnerabilities. Edge computing has emerged as a distinct 

paradigm capable of improving IoT performance, serving as an intermediary between 

edge devices and the cloud [12].  

This study also highlights the significant security risks posed by DDoS attacks in the 

context of MEC and proposes designing and evaluating a secure access network 

mitigation technique to address the impact of DDoS attacks in MEC. The objectives of 

the research project include exploring the factors and impact of DDoS in MEC, 

investigating design techniques for secure access networks based in MEC, analysing 

key challenges of DDoS in MEC, and designing and evaluating the effectiveness of 

the access network scheme in MEC. The study proposes two contributions: a change-

point monitoring strategy for detecting DDoS flooding attacks on edge cloud services 

and a DDoS detection and mitigation strategy in MEC. Overall, the study aims to 

enhance the security performance of emerging technologies and networks and 

contribute to MEC security. 

1.6 Conclusion 
 

In a digital world, reliance on technology is increasing which is a challenge to network 

infrastructures notably in terms of security. MEC has emerged as an important solution 

designed to meet the demands of real-time and low-latency applications by bringing 

computing resources closer to users. However, MEC's distributed architecture and 

limited resources make it vulnerable to DDoS attacks which compromise the 

availability of services and performance. 
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The purpose of this study was to counter MEC security challenges by presenting a 

dynamic and collaborative DDoS mitigation approach. Through investigating the 

causes and consequences of DDoS attacks in MEC, the study revealed the limits of 

standard reactive mitigation solutions and argued for proactive and dynamic defense 

strategies. The proposed strategies seek to improve DDoS detection and mitigation 

by using change-point monitoring and early detection systems, as well as to provide 

dependable service delivery and security for MEC networks. 

The contributions of this research offer significant advancements in the field of MEC 

security, particularly in the detection and mitigation of DDoS attacks. The proposed 

strategies not only focus on protecting MEC services but also prioritize critical services 

and optimize network resource allocation. The research enhances the overall security 

performance of emerging technologies, providing a robust foundation for safeguarding 

future MEC networks against DDoS threats. 

1.7 Dissertation review 
 

The dissertation is organized into six chapters. Chapter 1 presents an overview of the 

study challenges, objectives, and rationale for designing the technique. Chapter 2 

covers existing research on DDoS attacks and their impact on MEC systems. It 

investigates several DDoS mitigation solutions and identifies gaps in current research. 

Chapter 3 describes the proposed technique's design and architecture, including 

essential components such as load balancing, anomaly detection, and packet header 

analysis, as well as the simulation parameters and tools used to evaluate 

performance. Chapter 4 outlines the approach for evaluating the system's 

effectiveness, which includes the simulation environment, network topology, traffic 

generation process, and metrics for determining detection accuracy and system 

resilience. Chapter 5 analyses the simulation findings, comparing the proposed 

technique's performance to various DDoS attack patterns while emphasizing 

improvements in detection and mitigation over current techniques. Finally, Chapter 6 

highlights the research's significant results and contributions, discusses limits, and 

makes recommendations for future research. 
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CHAPTER 2: LITERATURE REVIEW 
 

2.1  Introduction 

DDoS attacks have become increasingly common, making it hard to take advantage 

of the capabilities of MEC. The attack compromises cloud availability, depletes 

bandwidth, computer resources, memory buffers and it degrades the performance of 

network protocols of the victims. This chapter examines and evaluates related work 

and ongoing research initiatives concerning DDoS attack countermeasures. 

Furthermore, this chapter emphasises inadequacies of the countermeasures in 

dealing with DDoS attacks. 

2.2  Overview of MEC 

MEC is a network architecture that enables computational resources and data storage 

which is located closer to the end-user which significantly enhance the performance 

and efficiency of applications that require low latency and high bandwidth. MEC 

enables real-time data processing from mobile devices, Internet of Things (IoT) 

devices, and other endpoints by extending cloud services to the edge of the network. 

This architectural change reduces the transmission distance which reduces latency 

and improves response times. This is important for applications like virtual reality (VR), 

augmented reality (AR), and driverless cars [13]. 

MEC is important in modern network technologies because it can handle the problems 

caused by the exponential increase in mobile data traffic and the increasing demand 

for real-time, high-quality services. They depend on centralized data centers, 

traditional cloud computing models which is a challenge to meet these expectations 

because of bandwidth and latency problems. By decentralizing processing and 

storage, MEC lessens these challenges and maximizes network resources while 

improving user experience [14]. 

The demand for better resource management and improved user experience in mobile 

networks is responsible for the development of MEC. MEC was first introduced in the 

context of 4G networks, but with the introduction of 5G technology which prioritizes 

high-capacity connections and low latency it has gathered significant traction.  MEC is 

incorporated in many other fields, including industrial automation, smart cities, and 
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healthcare. For instance, MEC supports applications in smart cities such as 

environmental monitoring and real-time traffic management, and by processing data 

locally, it facilitates telemedicine and remote patient monitoring in the healthcare 

industry [15]. 

2.3  Analysis of Techniques 

Edge computing is a new technique that brings cloud computing capabilities closer to 

the network's edge. This decreases latency in the cloud computing paradigm and 

enables smooth interaction with a variety of application service providers and suppliers 

[9]. However, adopting the paradigm has come with several security vulnerabilities. 

A DDoS attack is a severe threat that hinders legitimate network requests. Even 

though the first DDoS attack was documented in 1996, the complexity and 

sophistication of these attacks have grown over time. In the middle of the COVID-19 

pandemic, a 2 Tbps attack on essential infrastructure, such as banking, was reported 

in mid-August 2020 [16]. The authors discussed different approaches for DDoS 

mitigation using Blockchain in varied domains [11]. Nonetheless, this strategy enables 

for the public data sharing among all nodes to ensure authenticity; also, the integration 

of blockchain into the MEC system is rather difficult due to the dynamic nature of 

channel circumstances and network loads. The dynamic nature of network conditions 

is a major obstacle as it can cause latency problems during times of high traffic, 

impeding the timely processing of transactions that are necessary for efficient 

mitigation. Another issue with scalability is that blockchain architectures is not able to 

manage the enormous number of transactions created during an attack, which could 

lead to bottlenecks. Moreover, depending on resource-intensive consensus methods 

like Proof of Work (PoW) which is not compatible with MEC settings' requirement for 

quick response. Potential solutions to these problems include creating network-

adaptive consensus algorithms, using off-chain transactions to lighten the load on the 

main chain, and placing blockchain nodes closer to the edge for faster processing. 

Machine learning can be used for dynamic resource allocation and encouraging 

cooperative mitigation framework for real-time threat intelligence sharing can also 

enhance security.  
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According to the authors in [17], the implementation of software-defined networking 

(SDN) effectively detects and mitigates DDoS attacks. The suggested strategy, which 

takes advantage of SDN's programmability and centralised control, seeks to improve 

network security by protecting both the control and data planes from DDoS attacks. 

They utilised the SDN infrastructure to address the limitations of a sampling-based 

anomaly detection system (ADS) and gathered traffic flow statistics, which included 

several packet forwarding devices such as switches. In the data plane, detection is 

dependent on the IoT application, implying that the behaviour is predictable for a 

specific application. Its detection performance may be substantially impacted by the 

program user’s behaviour. In a flexible application, it may result in low detection 

accuracy. The technique includes the creation of robust algorithms that apply 

to both the control and data planes of SDN-based IoT networks. These techniques are 

intended to identify and mitigate DDoS attacks in real-time, protecting the integrity and 

availability of network resources and services. By combining security techniques on 

both planes, the approach provides comprehensive protection against all types of 

DDoS attacks on IoT devices and infrastructure.  

Nonetheless, implementing secure techniques for both the data and control planes 

may result in greater computing demands, endangering the scalability of SDN-based 

IoT networks, especially in large installations with many IoT devices. The effort to 

secure both planes includes developing and deploying complex algorithms and 

protocols, which may exacerbate the complexity of network administration and 

configuration. To address scalability difficulties, optimisation procedures can be used 

to improve security algorithms while reducing computational costs. This could include 

improving resource allocation, precisely tweaking settings, or incorporating 

collaborative processing algorithms to spread the effort across multiple network 

components. Furthermore, in addressing these limitations, machine learning 

algorithms can be implemented, a hybrid detection system can be used, periodic traffic 

analysis can be performed, and behavioural analysis can be conducted [18]. 

The MECshield framework, proposed in [7] is an example of a MEC-based DDoS 

prevention system that leverages smart filters and MEC's computational power to 

enhance detection accuracy and reduce latency. A central controller monitors the 

smart filters and then localises each smart filter based on the attacking behaviour by 
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incorporating pertinent settings for its self-organising map (SOM) component. The 

framework [7] has a limitation in determining the optimal placement of smart filters, 

which may lead to suboptimal filtering performance. One possible resolution could be 

to use an optimisation algorithm to determine the optimal placement of smart filters 

based on network traffic patterns. 

The authors in [19] introduced an architecture that can identify and mitigate DDoS 

attacks of targeted intelligent infrastructures of a given city as close to their sources 

as possible. The scheme utilises an algorithm, which collects flow statistics from base 

stations and then defines an acceptable traffic limit. The scheme can only detect 

abnormal flow and establish an Anomaly Tree by analysing network traffic fluctuations. 

The Anomaly Tree-based approach [19] may result in false positives and false 

negatives. One possible resolution could be to use a more advanced machine 

learning-based algorithm to detect anomalies and set a dynamic threshold based on 

the current network conditions. The system can successfully distinguish between 

normal network behaviour and abnormal activity by dynamically modifying the 

threshold, avoiding both false positives and false negatives [20]. 

The authors in [21] investigated the effectiveness of cooperative defence schemes, 

which enabled defence resources to be distributed among MEC nodes. The authors 

proposed a global orchestration (GO) mechanism that uses an extensible estimation 

algorithm based on the mini-bucket elimination algorithm to fully exploit the 

cooperative defence freedom degrees, allowing defence resources to be deployed 

when required. The GO mechanism [21] assumes that MEC nodes are trustworthy, 

which may not always be the case. One possible resolution could be to incorporate a 

reputation system to evaluate the trustworthiness of MEC nodes before deploying 

defence resources. 

The authors in [22] proposed a strategy called the co-operate defence (CODE) in the 

MEC environment designed for DDoS attacks where SDN and Network Functions 

Virtualization (NFV) technologies are implemented. CODE framework uses attack-

detection algorithms hosted by mobile network operators (MNO) on special 

orchestration servers. The framework assumes that MEC nodes in the edge network 

can be trusted. They utilise IPS services provided by MEC backhaul cloud owned by 

external stakeholders. The framework uses a local orchestration mechanism in which 
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inadequate defence MEC nodes collaborate with strongly related nodes, preventing 

cooperative defence from reaching its full potential. The CODE Framework [22] relies 

on MEC nodes to collaborate, which may not always be feasible. One possible 

resolution could be to use a centralised coordination mechanism to distribute defence 

resources among MEC nodes and avoid the dependence on node collaboration. 

The authors in [23] proposed a machine learning-based technique for SDN using the 

NSL-KDD dataset to mitigate DDoS. The scheme improved the performance and 

accuracy of the SDN as depicted by the CPU utilisation and response time results. 

The number and quality of datasets used to train the model are directly related to 

accuracy or precision. The machine learning-based approach proposed in [23] relies 

on the quality and quantity of datasets used to train the model, which may affect the 

accuracy and precision of the model. One possible resolution could be to use a more 

diverse and larger dataset to train the model. 

The authors in [24] proposed FAST, a feature adaptation reinforcement learning 

strategy based on space-time flow regularities in the Internet of Vehicles (IoV), for 

DDoS mitigation that solves a key challenge in the IoV under MEC. To deal with the 

dynamic variations in IoV and DDoS attacks, they used Q-learning and DDQN. Using 

feature adaptation in Q-learning can only ensure that the FAST approach produces a 

suitable DDoS mitigation result with unlabelled data. The FAST approach proposed 

by the authors in [24] may not be effective in dealing with new and unknown types of 

DDoS attacks. One possible resolution could be to incorporate a more advanced deep 

learning-based algorithm that can adapt to new and unknown types of attacks. 

 Flowranger [25], which uses trust management, queuing management, and 

scheduling requests to address the attack on the controller. Flowranger attempts to 

counteract these attacks by prioritising incoming requests to the controller, depending 

on their significance and influence on network performance. Its key feature is the ability 

to dynamically modify request priorities based on network conditions and attack 

severity. The system prioritises vital requests, such as those linked to network control 

and management, while lower-priority requests are dropped during attack periods.  

Nevertheless, this approach is not quite effective as it fails to address the root causes 

of the attack. Prioritising and controlling incoming requests in this way may add 
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overhead costs and drain computing resources from the controller, thereby reducing 

performance, especially during intense attacks. Its classification of requests into 

distinct priority tiers may lead to mistakes, with critical requests being wrongly deleted 

or non-critical ones receiving undue precedence, thus reducing network efficiency. To 

relieve concerns over resource consumption and overheads, improvements can be 

applied to speed up the request prioritisation process and reduce computational effort. 

This could include caching frequently accessed data, using efficient data structures, 

or assigning specific duties to multiple controllers. Decentralizing the control plane to 

distribute the workload across multiple controllers improves fault tolerance. Malicious 

traffic can be detected and controlled with the aid of distributed request prioritization 

and improved trust management employing dynamic traffic analysis and machine 

learning. Large-scale attacks can be more effectively addressed by rate-limiting, traffic 

shaping, and cooperative filtering with external services. Improved queuing techniques 

reduce overhead, and failover and redundancy technologies enable networks to 

continue running even in the presence of threats. These upgrades strengthen 

Flowranger's capacity to counter successfully DDoS attacks. 

Another proposed scheme [26] uses monitor periods and threshold counters to detect 

the attack, but this is limited to specific times only. S-Guard [27] offers a lightweight 

mechanism to avoid address spoofing but affects network performance due to 

bandwidth consumption. FloodShield [28] is another proposal that helps to treat the 

DoS attack, but it faces obstacles in verifying the source address. To increase its 

applicability to DDoS attacks, the source address verification can be reinforced using 

methods like SYN cookies and ingress filtering, which counters IP spoofing observed 

in DDoS attacks. Furthermore, AI-based traffic analysis and rate limitation can be used 

to detect unusual trends in dispersed traffic. A distributed defensive system is made 

possible by collaborative filtering amongst network nodes; load balancing and Content 

Delivery Networks (CDNs) can be integrated with this system to spread traffic and 

avoid overload. 

SDN Gradient Descent [29] uses the gradient descent algorithm to predict the DoS 

attack. Its effectiveness depends on the learning rate, which determines the 

algorithm's behaviour. It can be made more resistant to DDoS attacks by altering its 

learning rate and adding features that take into consideration distributed traffic 
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abnormalities occurring across several nodes. The gradient descent algorithm's 

usefulness in this situation depends on its capacity to adapt dynamically to the higher 

volume and more varied network traffic that are prevalent in DDoS situations.  

Additionally, a hybrid SDN-based approach [30] which combines neural networks and 

the K-nearest neighbour (KNN) algorithm to reduce the false-positive rate, can be 

extended to DDoS by training the neural network on a larger dataset that includes 

scattered attack patterns. By improving the detection of coordinated attack attempts, 

the hybrid strategy can offer a stronger defense against the volume and dispersion of 

traffic observed in DDoS attacks.  

DoS defender [31] detects attacks by monitoring the number of flows in the OpenFlow 

switch. The proposed scheme in [32] helps reduce DoS attacks but its effectiveness 

may may be degraded under DDoS conditions due to the challenge of managing 

complex storage systems and  higher bandwidth consumption that results from 

multiple, geographically distributed sources of attack. Similarly, the effective platform 

proposed in [33] is significantly limited. Despite being efficient for DoS, it could not 

work as well in a DDoS setting because of its limited capacity to scale and adjust to 

emerging attack techniques. These findings imply that in order to successfully 

counteract the DDoS attacks, such solutions could significantly be improved. 

Examples of these improvements could be the inclusion of more sophisticated traffic 

analysis, machine learning algorithms for anomaly identification, or cloud-based 

defense mechanisms. 

The lightweight scheme proposed in [34] describes a simple method for detecting 

DDoS flooding attacks using the NOX/OpenFlow architecture. DDoS attacks, 

specifically flooding attacks, represent major dangers to network infrastructure, hence 

rapid and efficient detection is critical for network security. The suggested technique 

uses the NOX/OpenFlow framework's programmability and centralised control 

features to monitor network traffic and detect unusual patterns that indicate DDoS 

flooding attacks. The method's key benefits are its simplicity and efficiency, which 

allow it to be deployed in networks with rapid speeds without inducing significant costs. 

The approach detects DDoS flooding attacks in real time through analysis of flow data 

and packet headers, allowing for timely mitigation measures to safeguard network 

resources and services. 
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However, while the approach is intended to be lightweight, it can nevertheless add 

significant overheads, particularly in large-scale networks with high amounts of traffic. 

Furthermore, the scalability of the method may be an issue when applied in networks 

with quickly expanding traffic or different traffic patterns. To address these issues, 

additional optimisation of the technique for detection and use of resources may be 

required. This could include adjusting variables and thresholds to eliminate false 

positives and improve the technique's adaptability. 

The machine learning-based approach proposed in [35] uses flow-based detection 

and mitigation to reduce low-rate DDoS attacks. Similarly, the authors in [35] 

introduced a model trained with a radial kernel function that takes advantage of new 

and advanced features to reduce DDoS attacks. 

In [36], a spatial attention and convolutional neural network (CNNs) based on deep 

learning is proposed for image-based classification of malware. This is a novel way to 

detect malicious patterns in the context of DDoS detection and mitigation in MEC. This 

method, which makes use of deep learning techniques, has a high degree of accuracy 

when it comes to detecting malware which relates to DDoS attacks. This is the case 

since harmful software is frequently disseminated across compromised nodes in 

DDoS attacks. By improving the model's emphasis on important aspects of malware 

images, the spatial attention mechanism may increase the speed and accuracy of 

malware detection. However, there may be some challenges when using image-based 

categorization in MEC settings. Deep learning models, such as CNNs, can be 

resource-intensive, and MEC nodes normally have limited processing capabilities, 

which could affect real-time DDoS detection and mitigation. 

On the other hand, SDN, as stated in [37] can provide a more direct method of DDoS 

mitigation in IoT and MEC environments by dynamically managing network flows and 

isolating malicious traffic. However, SDN systems may become targets of DDoS 

attacks due to their centralized control plane, which could lead to a single point of 

failure. While both approaches contribute to enhancing security in MEC environments, 

they may need to be complemented by additional strategies, such as distributed 

detection mechanisms and lightweight models, to effectively counter DDoS attacks 

The authors [38] described a unique methodology for mitigating DDoS threats in MEC 

environments. The suggested framework is both scalable and adaptive, with the 
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intended goal of effectively countering DDoS attacks while keeping MEC systems 

running efficiently. The system includes dynamic attack detection and mitigation 

techniques that can adapt to the changing nature of DDoS attacks. It uses MEC's 

distributed design to efficiently identify and mitigate threats closer to the network edge, 

minimising the impact on core network resources. Furthermore, the architecture was 

created to be adaptable, capable of withstanding different levels of attack strength and 

internet traffic volumes. The study includes data from experiments that show how 

effective the proposed architecture is at mitigating a variety of DDoS attacks in various 

environments. It offers potential enhancements in performance when compared to 

standard centralised mitigation systems, demonstrating the possibility of employing 

MEC to enhance network security. 

However, one of the recognised limitations is a lack of scalability and adaptability to 

changing attack patterns. Many established structures are unable to adapt quickly to 

shifting attack techniques and intensities, thereby reducing their effectiveness. To 

overcome this limitation, the paper recommends using dynamic scaling techniques 

and adaptive algorithms that may reallocate resources in real-time, based on changing 

network conditions. MEC settings can better tolerate shifting DDoS attack patterns by 

dynamically allocating resources, hence improving overall network safety and 

durability. 

The authors in [39]  explored the use of machine learning approaches to detect DDoS 

attacks in the context of MEC. The authors offer an approach that uses machine 

learning techniques to detect aberrant network behaviour that is suggestive of DDoS 

attacks against MEC environments. The paper addresses emerging security 

challenges in MEC systems caused by the dynamic nature of the network environment 

and the resource limits that come with mobile devices and edge servers. The authors 

hope to build a proactive way to detect and mitigate DDoS attacks using machine 

learning, ensuring the availability and reliability of MEC services. The proposed 

anomaly detection framework is likely to include extracting significant characteristics 

from network activity data, training machine learning models on labelled datasets to 

recognise normal and attack traffic patterns and then deploying these models for real-

time anomaly detection in MEC environments. 
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However, because of user and device mobility, MEC settings experience continuous 

variations in network circumstances, making anomaly identification difficult because 

normal behaviour might vary dramatically. Furthermore, the computational and energy 

availability of mobile devices and edge servers in MEC contexts are frequently 

constrained, hindering the implementation of effective anomaly detection techniques. 

Implementing adaptive learning techniques is critical for overcoming these challenges 

since it allows models to dynamically change to novel network conditions and dynamic 

attack strategies, assuring accurate detection. Furthermore, it is critical to properly 

evaluate the performance of anomaly detection systems using a variety of datasets 

and real-world scenarios to validate their effectiveness while reducing false positives. 

The authors in [40] presented a cooperative defence mechanism to deal with the 

growing threat of DDoS assaults in MEC environments. It underscores the special 

issues provided by DDoS assaults on MEC systems and the need for proactive 

defence measures. It also requires collaboration across multiple MEC ecosystem 

elements, including edge servers, mobile devices, network infrastructure components, 

and cloud resources. This technique intends to strengthen MEC systems' resilience to 

DDoS attacks by combining their intelligence and resources. The technique defines 

the design and architecture of the cooperative defence mechanism, as well as how 

various entities coordinate and communicate information in real-time to identify and 

neutralise DDoS attacks. It may also address practical deployment issues like 

communication protocols, information-sharing techniques, and coordination 

strategies. Furthermore, the study is most likely to use simulations or experiments to 

examine the effectiveness of the suggested mechanism in detecting and mitigating 

various forms of DDoS attacks while avoiding false positives and false negatives.  

Nonetheless, the study lacks implementation details for the cooperative defensive 

mechanism, such as communication protocols, information exchange mechanisms, 

and coordination strategies. While the proposed mechanism intends to improve MEC 

system resilience to DDoS attacks, scalability issues may occur when deploying it in 

large-scale MEC environments with many participating entities. To solve this 

conundrum, it is critical to give complete recommendations for deploying the 

cooperative defensive mechanism. This includes defining communication protocols, 

information sharing systems, and coordinating procedures to ensure uniform and 

effective deployment across several MEC environments. Furthermore, investigating 
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optimisation strategies such as distributed processing, load balancing, and resource 

allocation algorithms might improve the scalability of the cooperative defensive 

mechanism, ensuring its efficacy in large-scale MEC deployment. 

The authors in [41] discussed the necessity for adequate safety precautions in MEC 

systems, considering an increasing number of DDoS attacks. The study describes the 

design and architecture of an SDN-based DDoS attack detection and mitigation 

system, as well as how SDN principles are used to improve security in MEC situations. 

It may address the use of SDN's programmability and centralised control to enable 

real-time detection and mitigation of DDoS attacks on MEC infrastructure. 

Furthermore, the article discusses the system's mechanisms for identifying and 

effectively responding to DDoS attacks. This involves techniques like traffic analysis, 

anomaly detection, and dynamic reconfiguration of network resources to reduce attack 

flow. In addition, it also includes simulations to assess the performance of the SDN-

based DDoS attack detection and mitigation system. This evaluation looks at the 

system's capacity to detect and mitigate various types of DDoS assaults while limiting 

disruption to legitimate network traffic. 

However, the system must be scalable to meet the growing volume of network traffic, 

as well as the number of devices and users in MEC environments. Achieving effective 

detection and mitigation across large-scale deployments can be difficult. DDoS attack 

patterns are always developing as attackers devise new techniques to avoid detection. 

The system must be adaptive to successfully recognise and neutralise fresh attack 

patterns. To overcome this, dynamic traffic analysis algorithms could adjust to 

changing network conditions in MEC contexts. This may require machine learning 

algorithms that can learn and adapt to changing traffic patterns. Optimisation for 

resource-constrained devices would call for the creation of lightweight DDoS detection 

and mitigation algorithms tailored to resource-constrained mobile edge devices and 

servers. This could include strategies like algorithmic optimisations and effective 

resource utilisation.  
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Table 2.1: Literature Summary: DDoS Mitigation Techniques in Edge Computing 

Environments. 

Table 2.1: Summary of our Literature review 

 

Key Concepts and 
References 

General Description Advantages Disadvantages 

Edge computing [8] 

Brings cloud computing 
capabilities closer to the 
network's edge, reducing 
latency and enabling 
smooth interaction with 
various application service 
providers and suppliers. 

Decreases latency, 
enhances interaction with 
application service 
providers and suppliers. 

Introduces security 
vulnerabilities. 

[10] Blockchain-based DDoS 
mitigation. 

Public data sharing for 
authenticity. 

Integration complexity with 
MEC. 

DDoS attacks [11] Severe threats hindering 
legitimate network 
requests. 

Discusses mitigation 
approaches using 
Blockchain. 

Integrating Blockchain into 
MEC system is difficult due 
to dynamic nature of 
channel circumstances and 
network loads. 

SDN-based DDoS 
mitigation [12] 

Uses SDN to detect and 
mitigate DDoS attacks 
effectively. 

Provides comprehensive 
protection against DDoS 
attacks on IoT devices and 
infrastructure. 

May endanger scalability of 
SDN-based IoT networks, 
complex administration and 
configuration. 

MECshield DDoS 
prevention [6] 

Utilizes MEC power to 
establish smart filters along 
the edge of attack-
source/destination 
networks. 

Offers localization of smart 
filters. 

Suboptimal filtering 
performance due to 
difficulty in determining 
optimal placement. 

Anomaly Tree-based 
approach [14] 

Identifies and mitigates 
DDoS attacks in intelligent 
infrastructures of cities. 

Dynamic threshold setting 
to avoid false positives and 
negatives. 

May result in false 
positives and negatives. 

Cooperative defense 
schemes [16] 

Distributes defense 
resources among MEC 
nodes using global 
orchestration mechanism. 

Efficiently utilizes defense 
resources. 

Assumes trustworthiness 
of MEC nodes. 

CODE framework [17] Implements cooperative 
defense in MEC 
environment using SDN 
and NFV. 

Relies on MEC nodes 
collaboration. 

Collaboration among MEC 
nodes may not always be 
feasible. 

Machine learning-based 
SDN [18] 

Uses machine learning to 
mitigate DDoS attacks. 

Improves performance and 
accuracy. 

Relies on quality and 
quantity of datasets, may 
affect accuracy. 
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Key Concepts and 
References 

General Description Advantages Disadvantages 

FAST approach [19] Uses feature adaptation 

reinforcement learning for 

DDoS mitigation in IoV 

under MEC. 

Addresses dynamic 

variations in IoV and DDoS 

attacks. 

May not be effective 

against new and unknown 

DDoS attack types. 

Flowranger [20] Mitigates DoS attacks 

using trust management, 

queuing, and scheduling. 

Dynamically modifies 

request priorities based on 

network conditions. 

Doesn't address root 

causes of the attack, adds 

overhead to the controller. 

[22] S-Guard lightweight 

mechanism for DoS in 

SDN. 

Avoids address spoofing. Bandwidth consumption, 

affects performance. 

[24] SDN Gradient Descent for 

DoS prediction. 

Uses gradient descent 

algorithm. 

Learning rate dependency. 

Lightweight DDoS 

detection [29] 

Uses NOX/OpenFlow 

architecture for efficient 

detection of DDoS flooding 

attacks. 

Simple and efficient 

detection. 

Adds overhead, scalability 

issues in large-scale 

networks. 

[30] Machine learning-based 

approach for low-rate 

DDoS. 

Flow-based detection, 

radial kernel function. 

Dependency on feature 

quality/quantity. 

[31] Spatial attention CNN for 

malware classification. 

Deep learning-based 

classification. 

Specific to image-based 

classification. 

Cooperative defense 

mechanism [35] 

Addresses DDoS threats in 

MEC environments through 

collaboration. 

Strengthens MEC systems' 

resilience to DDoS attacks. 

Lacks implementation 

details, scalability issues in 

large-scale deployments. 

SDN-based DDoS 

mitigation system [36] 

Uses SDN principles to 

detect and mitigate DDoS 

attacks in MEC systems. 

Enables real-time detection 

and mitigation. 

Needs to be scalable, 

adaptive to changing attack 

patterns. 

[33] Scalable and adaptive 

DDoS mitigation in MEC. 

Dynamic attack detection, 

adaptive architecture. 

Lack of scalability and 

adaptability. 

[34] ML-based anomaly 

detection for DDoS in 

MEC. 

Proactive detection, 

anomaly identification. 

User/device mobility 

challenges, resource 

constraints. 

[35] Cooperative defense 

mechanism for DDoS in 

MEC. 

Resilience improvement, 

resource collaboration. 

Lack of implementation 

details, scalability issues. 
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2.4 Conclusion 

Edge computing is a new technique that brings cloud computing capabilities towards 

the network's edge, reducing latency and enabling interaction with various application 

service providers and suppliers. However, this also creates security vulnerabilities, 

and DDoS attacks are significant threats.  

The aforementioned papers present various techniques and frameworks to mitigate 

DDoS attacks in MEC using SDN, NFV, and machine learning-based approaches. 

These techniques aim to detect and localise the attacks as close to their sources as 

possible, distribute defence resources among MEC nodes, and adapt to the dynamic 

variations in IoV and DDoS attacks. However, several approaches have been 

proposed to mitigate DDoS attacks in edge computing. 

One approach involves using blockchain, which allows for public sharing of data on all 

nodes, but integration into the MEC system is challenging due to dynamic 

circumstances. SDN has also been proposed as a solution, utilising flow statistics from 

base stations and IoT applications to detect and mitigate attacks. Localisation is 

another solution, utilising MEC power to establish smart filters along the edge, while a 

global orchestration mechanism uses mini-bucket elimination algorithms for 

cooperative defence. CODE Framework uses IPS services provided by MEC backhaul 

cloud and local orchestration to prevent insufficient defence. Machine learning-based 

techniques using datasets and reinforcement learning have also been proposed. 

DoS attacks are a significant problem in SDN, and several solutions have been 

proposed, including Flowranger, S-Guard, FloodShield, SDN Gradient Descent, a 

hybrid SDN-based approach, DoS defender, and Self Organising Maps. However, 

most of these solutions have limitations, such as being constrained to specific times, 

affecting network performance, or not allowing communication between different 

systems. 
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CHAPTER 3: PROPOSED APPROACH AND SIMULATION PARAMETERS 
 

3 Introduction 
 

DDoS attacks have become a major threat to the availability and performance of MEC 

systems. To mitigate the impact of these DDoS attacks, there is a need for a secure 

access network technique that effectively detects and filters out malicious traffic. In 

response to this challenge, this research proposes an anomaly-based detection 

technique that mitigates the impact of DDoS attacks on MEC systems. Anomaly-based 

detection techniques are increasingly recognised as effective mechanisms for 

identifying and responding to DDoS attacks, particularly in dynamic and distributed 

computing environments like MEC [42]. 

This chapter introduces the AdaptiveMECShield, a novel anomaly-based detection 

technique designed to mitigate DDoS attacks on MEC systems. The approach builds 

on the foundation of anomaly-based detection, leveraging techniques tailored to the 

unique characteristics of MEC systems. By analysing network traffic patterns and 

deviations from normal behaviour, this approach aims to detect and mitigate threats in 

real time, thereby enhancing the resilience of the MEC systems against DDoS attacks. 

The chapter describes the technological underpinning the proposed technique, 

including its main characteristics, operational framework, and real-time threat 

adaptation. The chapter also includes the simulation parameters and settings that 

were be used to assess how well the AdaptiveMECShield approach performs. The 

technique improves MEC system security and dependability in the event of a DDoS 

attack. 

3.1 The proposed approach 

Our proposed technique, AdaptiveMECShield, presents a strategy that aims to reduce 

the adverse effects of DDoS attacks on the network while also improving the ordinary 

user experience. At its core, AdaptiveMECShield integrates anomaly-based detection 

techniques, which enable the identification of malicious traffic patterns and the prompt 

initiation of mitigation measures.  

To address the challenges posed by DDoS attacks, we employ a combination of load 

balancing mechanisms, anomaly detection, and packet header analysis. We devised 
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a load balancer at the network edge to distribute incoming traffic across multiple 

servers and configured it to perform SYN flood detection and mitigation, thereby 

reducing the likelihood of network congestion and packet loss during attack scenarios.  

AdaptiveMECShield intends to mitigate DDoS attacks by allowing controllers to make 

appropriate packet traffic decisions. Attackers frequently send many packets, 

necessitating an increase in the number of flow rules within switching tables, leading 

to the emergence of numerous new flows. As a result, the controller is overburdened, 

resulting in an excess of dropped packets due to buffer overflow. The technique is 

based on the fundamental MECShield [43] framework, which includes a central 

controller and multiple nodes at the network’s edge, wherein the communication 

between these entities is secured through robust protocols.  

3.2 Windowing Technique 

To improve the effectiveness of our anomaly detection systems, we applied a 

windowing methodology derived from the sliding window approach. This technique is 

crucial in maintaining an adaptable threshold for identifying network anomalies. 

3.2.1 Sliding Window Concept 

In network security, the sliding window concept refers to a dynamic monitoring strategy 

that constantly monitors traffic patterns over a given period while adjusting its analysis 

window in real time. This method enables the prompt detection of anomalies indicative 

of possible DDoS attacks. According to [44], the sliding window technique improves 

network security by dynamically modifying detection thresholds based on current 

traffic behaviour, resulting in fewer false positives and negatives. It also helps generate 

trust scores from traffic analysis, influences packet priority, and improves overall 

network resilience [44]. 

In contrast to its use in TCP for flow control, which provides reliable data transmission 

by regulating the quantity of unacknowledged data, the sliding window method is used 

in security applications such as AdaptiveMECShield to detect and mitigate anomalies 

[44]. Deviations from regular traffic patterns can be easily detected by monitoring 

indicators such as packet rates and IP addresses within the sliding window. When an 

abnormality is detected, the system can take proactive measures like rate limiting or 

blocking questionable sources to prevent DDoS attacks [44]. This adaptive technique 
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dramatically improves the security of MEC settings by responding to developing 

threats and providing continuous real-time monitoring. 

3.2.2 Adaptive Threshold 

To improve on the sliding window approach, AdaptiveMECShield incorporates an 

adaptive threshold mechanism. Instead of using a static threshold, which may not be 

useful under changing network conditions, the adaptive threshold adapts dynamically 

based on traffic patterns detected within the window. This strikes a balance between 

detecting malicious traffic and reducing false positives. 

The adaptive threshold is calculated by looking at the statistical features of the traffic 

within the window, such as the mean and standard deviation of packet speeds. By 

adjusting the threshold based on these attributes, AdaptiveMECShield can more 

accurately differentiate between normal traffic fluctuations and actual anomalies 

indicative of a DDoS attack. 

Moreover, our solution incorporates windowing techniques and trust management 

algorithms to dynamically adjust trust values based on packet header information. By 

monitoring the header fields such as IP addresses, destination IP addresses, and 

source ports, we detect anomalies indicative of DDoS attacks and prioritise packet 

delivery accordingly. When a node transmits more packets than a predefined 

threshold, the controller evaluates its Packet Delivery Ratio (PDR) concerning 

surrounding nodes. Nodes that flood the network have extremely high PDR values. 

When anomalous PDR patterns are detected, the controller flags the implicated node 

as malicious, indicating the source of attack. This classification is then disseminated 

through policy dispatches, effectively causing the network to server communication 

with the flagged node that exceeds the packet threshold [45]. 

Our primary goal is to develop a solution that successfully minimises the disruptive 

impact of DDoS attacks on MEC networks. Through testing and fine-tuning the 

detection thresholds, we aim to optimise the performance of our technique while 

minimising false alarms. This empowers authorised users to carry out their tasks 

unhindered by poor network performance or bandwidth limits. A dynamic equation has 

been devised to adjust the packet threshold in real time, as outlined below:  

  threshold =  f(time, traffic, bandwidth) 



24 
 

The function f in the equation represents a model that calculates the threshold based 

on the variables time, traffic, and bandwidth. 

  th(s)  =  th(s)  +  tv(s)     (1) 

Where the th(s) represents the threshold at state s and tv(s) represents the trust value 

at state.  

     th(s)  =  th(s)  −  tv(s)     (2) 

Where the threshold th(s) is adjusted by subtracting the trust value tv(s). 

Equation (1) operates when the network is in its normal functioning state, with no 

indications of an ongoing attack. It incorporates the threshold value (th(s)) and the 

user’s trust value (tv(s)). This prioritises packet forwarding from users with higher trust 

levels over those with lower trust values.  

When indicators of an attack surface are present, Equation (2) comes into play. It 

entails subtracting the trust value (tv(s)) of the user from the threshold value (th(s)). 

As a result, packets from users with greater trust values are given lower priority for 

forwarding than packets from users with lower trust values.  

This cognitive equation recalculates a new threshold value by taking three essential 

variables into account. The resulting threshold value is subsequently used to evaluate 

whether a packet should be dropped or not.  Dropped packets are intercepted before 

they reach their destination server. The dynamic modification of the threshold value 

via this equation is critical in protecting authorised users from the disruptive impacts 

of DDoS attacks. Figures 3.1 and 3.2 illustrate the steps applied to compute the 

threshold and the proposed DDoS attack detection approach. 
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Figure 3.1: Steps of Computing the Threshold 

 Figure 3.2:  The DDoS attack detection Technique. 

      



26 
 

3.2.3 Header Field Analysis 

We begin by identifying the header data connected with the flow under attack in the 

controller. These header elements are checked to aid in the detection of DDoS attacks. 

The results are checked against predetermined thresholds within time intervals. If the 

measured counts for the header fields exceeds the threshold, this indicates a DDoS 

attack. In contrast, during normal network traffic with no DDoS attack, the values for 

the header fields remain below the threshold levels. 

3.2.4 Calculating the trust value based on header field information 
using windowing. 

The major goal of this study is to protect legitimate users from the negative effects of 

DDoS attacks on edge controllers. To achieve this goal, we introduce an algorithm 

that uses windowing to monitor the header field attributes of packets originating from 

certain users. Following that, the acquired data is used to compute a trust score for 

each user, which informs the prioritisation of packet delivery. Using this technique, 

header field values are monitored and compared to predetermined criteria. Utilizing 

data from packet header fields, we can compute user trust levels. Algorithms 1 

(Appendix A) and 2 (Appendix B) provide details on how to calculate trust management. 

The windowing strategy allows us to dynamically react to changes in network traffic 

patterns. For example, if a user initiates a large flood of packets with unusual header 

field properties, their trust score is bound to suffer. Here is how it works: 

3.2.4.1 Monitoring Packet Headers: 

• Within a defined time window, the system collects packet header data such as 

IP addresses, source ports, destination ports, and other relevant fields. 

• This data is stored and analysed in real-time to identify patterns and deviations 

from normal traffic behaviour. 

3.2.4.2 Identifying Anomalous Behaviour: 

• If a user starts sending a large flood of packets with unusual or suspicious 

header field properties (e.g., high volume of SYN packets or packets with 

spoofed IP addresses), these packets will stand out against the normal traffic 

patterns. 
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• The system compares the current traffic against historical data stored in 

previous windows to detect significant deviations. 

3.2.4.3 Updating Trust Scores: 

• Each user has an associated trust score that reflects their behaviour over time. 

When anomalous activity is detected, the trust score of the user responsible for 

the suspicious traffic is adjusted accordingly. 

• For example, if a user is observed sending an unusually high number of packets 

with headers indicative of a SYN flood attack, their trust score is accordingly 

decreased. 

3.2.4.4 Algorithm for Trust Score Adjustment: 
Based on the behaviour, the algorithm updates the trust value and threshold for known 

sources. When a known source sends a packet, it indicates that it is a legitimate 

source. The parameter 𝛼𝛼 denotes the rate of adjustment. When the source sends a 

packet under normal conditions, it indicates legitimacy. As a result, the trust value and 

threshold for that source increase, taking into account the header field values (as 

illustrated in equations (3), (4), and (1)). 

                                      tv(s) = ∝∗ tv(s) + 1                                                                    (3)      

                   tv(s) = ∝ ∗ tv(s) + 0.1 ∗ header_factor                              (4) 

The next action to take if this occurs is to determine whether the source's trust value 

is lower than the required minimum for a valid source before blocking it. When a DDoS 

attack is launched against the controller, the algorithm uses the header field values 

provided in Equations (5), (4), and (2) to lower the trust and threshold values. 

                      tv(s) = ∝ ∗ tv(s) − 1                                                                (5) 

According to p equation (6), each source that does not deliver a packet within the time 

period increases its trust value. 

                            tv(s) = ∝ ∗ tv(s)                                                                    (6) 

3.2.4.5 Prioritising Packet Delivery: 

• The system prioritises packets based on the trust score of the source. Users 

with higher trust scores have their packets forwarded with higher priority, while 



28 
 

users with lower trust scores (indicating suspicious behaviour) face reduced 

priority or potential blocking. 

• This dynamic adjustment ensures that legitimate users are less likely to be 

affected by the mitigation measures while malicious users are effectively 

curtailed. 

3.2.4.6 Blocking Malicious Sources: 

• If a user's trust score falls below a certain threshold, the system identifies them 

as a potential threat and takes action to block their traffic. 

• This blocking is communicated through policy dispatches, effectively severing 

communication with the malicious node. 

Example Scenario: Consider a user who starts a SYN flood attack. The windowing 

strategy allows the system to quickly detect the high volume of SYN packets from the 

same source within a short time window. The algorithm then decreases the user's trust 

score based on the abnormal header field properties observed. As the trust score 

drops, the system dynamically adjusts the threshold for forwarding packets from this 

user, prioritising other traffic and eventually blocking the user's packets if the behaviour 

persists. 

Users that routinely submit packets with conventional header field values, on the other 

hand, have their trust value increase.  

To summarise, the algorithm keeps track of regular users and their trust levels. When 

the network is in a normal state, ordinary users' trust values rise. When the network is 

under attack, all sources' trust values are reduced. A source is prohibited if its trust 

value falls below a certain level. 
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3.3 Simulation environment  
Tables 3.1 and 3.2 present the system specification to be used and the simulation 
parameters respectively. 

Table 3.1: System specification 

System model DELL Latitude 5520 

System type x64-based PC 

Processor Intel® Core ™ i7-1165GT @ CPU 2.80GHz 

Installed Physical Memory (RAM) 8 GB 

Operating System (OS) Name Ubuntu 14.0 LTS 

 

Table 2.2: Simulation environment and tools 

Simulation 
environment/parameter 

Tools 

Network emulator Mininet 

Packet Analyzer Wireshark 

Types of attack DDoS 

Network tool Hping3 

Coding Language Python3 

 

3.3.1 Network emulator 

In our implementation, we employed the Mininet emulation tool to establish the 

network topology on the host user. Mininet [46] is a network emulation platform that 

uses the OpenFlow protocol. It makes use of lightweight virtualisation to simulate 

many end hosts, switches, routers, and links within a single Linux kernel. The emulator 

contains tools for determining potential bandwidth, node connectivity, deep node 

connectivity, and flow speed. It enables the creation of lifelike virtual networks using 

simple commands. Through its command line interface (CLI) mode, users can connect 
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to the network. Mininet offers a wide range of network topologies suitable for 

experimentation and testing purposes [46]. To run Mininet, we utilised a Linux virtual 

machine, which acts as a software program emulating a physical Linux computer on 

the host system. This approach ensures a controlled environment for running Mininet 

and facilitates easy exploration of diverse network topologies. For our project, we 

opted for a customised topology consisting of 100 hosts and 60 switches for various 

reasons: 

3.3.1.1 Scalability and Realism: 

This topology can be used for modelling due to the use of large networks. The 100 

hosts at this level of abstraction are quite different devices on complex networks 

whereas 60 switches are interconnection/routing devices and support that scale. 

3.3.1.2 Performance Testing: 

The performance testing of devices as well as the communication protocols is usually 

conducted by modelling and analyzing a network that has such a topology. It is useful 

to comprehend the behaviour of the network in regard to large amounts of data, many 

data transfers and routing of the network to understand how to improve the 

performance of the network. 

3.3.1.3 Topological Flexibility: 

Given the custom topology, we are able to recreate network layouts in particular: 

routing algorithms, positions of switches and flow control. This level of control makes 

it possible that the experiments are constructed as per project requirements. 

3.3.1.4 Fine-Grained Network Monitoring: 

Due to the superiority of Distributed environment, with many clients as well as 

switches, many parameters in relation to the network can be investigated such as 

throughput, flow rates, and the connectivity of nodes to the network. This helps in the 

behavioural patterns of the networks and their performance, including the possibilities 

of bottlenecks or possibilities of improvements. 
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3.3.1.5 Custom Experimentation:  

In the case when the topology is modified, we are able to change the speed of the 

links or the activities of the hosts or add some undesirable features of the internal 

network. This allows one to collect relevant data and information that can, be 

manipulated. 

3.3.2 Traffic Generation 

Scapy [47], developed by Phillipe Biondi in Python, is a powerful computer network 

manipulation tool. It is able to construct and interpret packets, transmit them through 

a network, intercept them, and establish connections between requests and 

responses. In addition, it offers a range of functionalities including scanning, tracing, 

searching, and system monitoring. Its Python interface resembles Wireshark's 

graphical user interface for capturing and displaying network data. Moreover, Scapy 

surpasses other similar tools by supporting packet injection, custom packet formats, 

and scripting capabilities [47]. 

3.3.3 Conclusion 

This study presents a secure access network technique to protect MEC devices from 

DDoS attacks. Implementing a load balancer, applying SYN flood detection and 

mitigation, and leveraging SDN controllers for real-time traffic monitoring and decision-

making are all part of the technique. The objective is to reduce DDoS attacks while 

improving the user experience. 

The simulation environment and parameters were specified, outlining the system 

model and tools used for analysis and evaluation. Traffic generation techniques, 

including the utilisation of Scapy for packet manipulation and analysis, were described. 

The proposed technique incorporates load balancing setup, SYN flood detection, 

traffic filtering, rate limiting, real-time statistics collection, header field analysis, trust 

management algorithms and simulation techniques. These measures collectively 

contribute to the mitigation of DDoS attacks and the protection of MEC systems. 

The algorithm for detecting SYN flood attacks and blocking the source IP when the 

threshold is exceeded was provided. The algorithm utilises packet sniffing, packet 

analysis, and IP blocking mechanisms to address SYN flood attacks effectively. 
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In summary, our proposed anomaly-based detection technique represents a proactive 

and adaptive approach to protecting MEC systems against DDoS attacks. By 

combining various strategies such as load balancing, traffic filtering, and header field 

analysis, AdaptiveMECShield enhances the security and resilience of MEC systems. 

This ensures uninterrupted availability and improved performance of critical edge 

computing services. Through a comprehensive simulation and evaluation process, we  

demonstrate that our approach has the potential to effectively mitigate DDoS attacks 

and protect MEC which improves the user experience and maintain the integrity of the 

network.  



33 
 

CHAPTER 4: EVALUATION METHODOLOGY  
 

4. Introduction 

In this section, we offer results of our techniques and performance evaluation. We 

begin by outlining the evaluation process used to determine the efficacy of our 

detection system. In our technique, we create a threshold in the device's table, and 

surpassing it indicates that the gadget is "under attack." When choosing the threshold, 

it is critical to strike a balance between capturing all attacks and minimising false 

alarms in the absence of actual attacks. We used empirical testing to evaluate our 

strategy, experimenting with different thresholds to establish the best balance of 

detection accuracy, false negatives, and false positives. It is worth mentioning that the 

assessment metrics and equations described here can be used to measure the 

performance of numerous domains, including load balancing for assessing the 

performance and effectiveness of detection systems. 

4.1 Evaluation methodology 

We demonstrate the evaluation methodology and show the performance of our 

proposed method.  

AdaptiveMECShield flags a device as "under attack" when the number of entries in 

the table exceeds a certain threshold. It is critical to set the threshold low enough to 

capture all attacks, but not to trigger warnings when no attacks are attempted. 

Balancing this threshold is crucial to minimise both false positives and false negatives. 

False negatives refer to undetected attacks, whereas false positives refer to false 

alarms that occur in the absence of such attacks [48]. Empirical testing can identify 

the appropriate threshold by experimenting with different thresholds and comparing 

detection accuracy while limiting the occurrence of both false negatives and false 

positives [48]. Table 4.1 outlines the threshold rate on detection accuracy, false 

negative, and false positive. 



34 
 

Table 3.1: Threshold Values and Corresponding Accuracy in Attack Detection and 
Classification Errors 

 

We simulated our technique with a network of 100 legitimate hosts and 5 attacking 

devices. We used a sliding window of 10 seconds to check for a DDoS attack. We set 

the forgetting factor α to 0.9, the number of queues in the priority buffers Nq to 10, the 

priority factor in request scheduling increase β to 1.5, and the trust increasing factor 

due to the value of a header field increase γ to 0.1. We set the minimum threshold for 

the user Tmin to 12, the maximum number of packets for any user to send Lmax to 

20, and the maximum number of packets that may reach the controller in the normal 

state in a one-time slot Mmax to 50. 

We generated normal traffic with an inter-arrival time of 0.1 seconds and an average 

arrival rate of 10 packets per second. We generated attack traffic with an inter-arrival 

time of 0.01 seconds and an average arrival rate of 100 packets per second. 

The controller maintains a sliding window of trust values for each source. For each 

packet arriving at the controller, the algorithm updates the trust value for the source 

based on the packet headers and the sliding window. 

If the trust value for a source fall below the minimum threshold, the source is blocked. 

The controller periodically checks the sliding window to identify any sources that are 

sending a high volume of traffic or traffic with suspicious header values. If the controller 

detects such a source, it is blocked. The sliding window allows the algorithm to adapt 

to changes in the network traffic. For example, if a source suddenly starts sending a 
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high volume of traffic, the algorithm gradually decreases the trust value for that source. 

If the source continues to send a high volume of traffic, it is eventually blocked. 

This algorithm is effective at mitigating DDoS attacks because it can identify and block 

malicious sources early on. By blocking malicious sources, the algorithm can reduce 

the load on the controller and protect legitimate users from being overwhelmed. 

True Positive (TP) is the number of attack events that are successfully identified, 

whereas False Negative (FN) is the number of attack events that are incorrectly 

identified as normal. True Negative (TN) denotes the number of normal events 

successfully detected, while False Positive (FP) denotes the number of normal events 

incorrectly identified as attacks [49]. 

The detection accuracy statistic indicates the proportion of packets that are accurately 

classified and tagged concerning the total number of packets in the sample [49]. It 

quantifies the detection system's ability to sense the right packet types as depicted in 

Eq. (7). 

                                                                                                                               (7) 

The false-positive rate is a metric that calculates the percentage of legitimate packets 

that are mistakenly labelled as attacks in comparison to the total number of legitimate 

packets. It draws attention to the incidence of false alerts or the misclassification of 

normal traffic as malicious traffic [49]. The formula for calculating the false-positive 

rate is given in Eq. (8). 

                                                                                                                               (8) 

The detection rate is a measure that calculates the percentage of accurately identified 

and labelled threat packets concerning the total number of threat packets [49]. It 

demonstrates the system's capacity to identify and respond to malicious conduct as 

defined in Eq. (3). 

                                                                                                                                 (9) 
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4.1.1 Performance parameters 

The proposed detection system's efficacy is comprehensively evaluated by examining 

its capacity to properly and effectively identify and intercept malicious network traffic. 

The following performance parameters are used to achieve this comprehensive 

evaluation: 

I. Detection accuracy: Indicates the proportion of packets that are accurately 

classified as attacks, demonstrating the effectiveness of the detection 

system in identifying malicious activities. 

II. False negatives: Denotes an instance where an attack is not detected, 

leading to undetected malicious activity. 

III. False positives: Denotes the number of normal events incorrectly identified 

as attacks, leading to unnecessary alerts. 

IV. Detection time: The amount of time it takes to detect an attack and enable 

timely response to mitigate and minimise the impact of the attacks on the 

network performance. 

V. Memory Utilisation: Amount of memory used over time 

VI. CPU Utilisation: CPU resources consumed over time. 

4.2 Conclusion 
 

The evaluation of our detection system demonstrates its robustness and efficiency in 

detecting and mitigating DDoS attacks in a network environment. By utilising the 

AdaptiveMECShield technique, we efficiently adjust the detection threshold to 

enhance the capturing of attack attempts while minimising false alarms. The empirical 

testing and simulation of our technology, which includes a network of 100 legitimate 

hosts and 5 attacking devices, show that the system is feasible and performs well. 

 

The thorough investigation of performance measures such as detection accuracy, 

false negatives, false positives, and detection time confirms our approach's strengths 

as well as possible spaces for improvement. The system's capacity to adaptively 

adjust trust values depending on network traffic patterns allows a dynamic reaction to 

changing attack scenarios, protecting genuine users while maintaining the network's 

speed. 
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CHAPTER 5: PERFORMANCE EVALUATION 

5.1 Introduction 

In this chapter, we present the findings and performance evaluation results of our 

proposed technique designed to detect malicious network traffic, the DDoS attacks. 

We show that our strategy of detecting and mitigating such risks is effective through 

simulation. Our technique effectively adjusts to changing network conditions and 

detects potential attacks using a windowing and trust-based procedure.  

 

Using a network simulation with 100 legitimate hosts and 5 attacking nodes, we 

evaluated the scheme using many performance metrics to determine the effectiveness 

of our detection technique. The metrics include detection accuracy, false negatives, 

false positives, and detection time. 

5.2  Performance evaluation 

Figures 5.1, 5.2, 5.3 and 5.4 depict the detection accuracy, false negatives, false 

positives, and detection time of the four DDoS attack detection techniques. The figures 

provide a comparison of the performance of different DDoS attack detection 

techniques using multiple metrics, including accuracy, false positives/negatives, and 

detection time.  

Figure 5.1: The comparative detection results

 

Figure 5.1: Detection Accuracy results 
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The results depicted in Figure 5.1 show the detection accuracy of four different DDoS 

attack detection techniques.  

Table 4.1: Presents the detection accuracy amongst four attack detection techniques. 

 

Table 5.1: Detection Accuracy Rate 

Scheme Detection Accuracy (%) 

AdaptiveMECShield (proposed technique) 92.5 

SOM 92 

CODE Framework 88 

MECShield framework 85 

 

The AdaptiveMECShield has the highest detection accuracy because it uses the 

adaptive threshold to sense potential attacks, achieving a balance of sensitivity and 

specificity. By doing so, it ensures that the system is sensitive enough to detect most 

attacks (resulting in high detection accuracy) while remaining particular enough to 

reduce false positives, hence avoiding the unnecessary designation of benign traffic 

as threats. This balance is critical for establishing effective security measures while 

maintaining legitimate operations [50], [51], [52]. By adjusting the threshold through 

empirical testing, AdaptiveMECShield achieves a high level of accuracy in 

differentiating between normal and malicious network traffic. Its adaptive algorithms 

enable the approach to dynamically change its detecting processes in response to 

real-time network conditions such as variations in traffic volume and patterns, 

anomalies in packet characteristics, deviations in protocol usage, fluctuations in 

resource utilisation, changes in behavioural patterns. This is unlike the SOM, CODE, 

and MECShield frameworks, which have slightly poorer detection accuracy. While still 

displaying decent performance, these approaches have disadvantages such as 

inferior threshold settings and less adaptive algorithms than the AdaptiveMECShield. 

We present below an outline of the key components and factors that contribute to the 

detection accuracy of AdaptiveMECShield: 
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I. Timely Detection of Anomalies 

AdaptiveMECShield excels in identifying anomalies quickly because of its real-time 

monitoring and good anomaly detection algorithms. This capacity is crucial for 

decreasing the risk window by quickly identifying anomalous network patterns. The 

system's use of statistical analysis and machine learning models enables it to detect 

both known attack signatures and emerging threats, facilitating early mitigation efforts. 

By recognising anomalies as they occur, AdaptiveMECShield switches from a reactive 

to a proactive defensive technique, dramatically improving network security. 

 

II. Adaptive Thresholding 

A key feature of AdaptiveMECShield is its dynamic thresholding method, which adapts 

in real time, depending on traffic circumstances. This adaptive technique keeps the 

system aware of actual abnormalities while reducing false positives and negatives. 

Using continuous traffic pattern analysis and a feedback loop, the system may learn 

and improve its threshold settings over time. As a result, AdaptiveMECShield can 

successfully adapt to abrupt traffic spikes typical of DDoS attacks while maintaining 

excellent detection accuracy across a wide range of network environments. 

 

III. Advanced Trust Management Algorithm 

A significant aspect of AdaptiveMECShield is its real-time trust management system, 

which continuously examines each network node's trustworthiness depending on its 

activity. This system prioritises packet delivery for valid users, resulting in minimal 

disruption to normal operations even during an assault. The trust management system 

constantly adjusts trust scores, penalising nodes that engage in suspicious behaviour 

while rewarding consistent, benign activity. This method enables the system to swiftly 

isolate and mitigate risks, creating a proactive security mechanism that adapts to 

changing attack techniques. 

 

IV. Comprehensive Multi-layered Defence 

AdaptiveMECShield integrates several defensive approaches, such as load balancing, 

packet header analysis, and traffic filtering, to provide a strong multi-layered defence 

against DDoS attacks. Load balancing distributes traffic evenly across servers to avoid 
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overloads and ensure service uptime. Packet header analysis examines 

communication at the granular level, allowing for precise anomaly detection. Traffic 

filtering improves security by enabling only legitimate traffic to access crucial network 

resources. This multi-layered method provides comprehensive security by tackling 

numerous components of DDoS attacks, resulting in a proactive and reactive defence 

capable of reacting to new threats while reducing existing attacks. 

V. Efficient Resource Management 

Resource efficiency is a significant benefit of AdaptiveMECShield. The system uses 

less CPU and memory than classic techniques such as SOM. Efficient resource 

management ensures that network performance remains optimal even under peak 

traffic or attack scenarios. This efficiency also means that AdaptiveMECShield can 

competently scale to manage huge networks with many nodes without significantly 

degrading performance. By limiting resource consumption, the system ensures that 

network resources are available for genuine traffic, hence increasing overall network 

resilience. 

 

VI. Limitations of Traditional Schemes 

Traditional DDoS mitigation techniques, such as those based on static thresholds, may 

fail to adapt fast to abrupt traffic changes, resulting in delayed anomaly identification 

and a higher incidence of false alarms. Fixed thresholds cannot adapt to changing 

traffic circumstances, resulting in an excessive number of false alarms or missed 

detections. These techniques are also resource-intensive, requiring more CPU and 

memory, which might affect network performance. Furthermore, many traditional 

solutions lack a complete approach, focusing instead on specific tactics such as rate 

limiting or basic traffic monitoring. This narrow concentration makes them vulnerable 

to sophisticated attacks that can quickly get past single-layer defence. Furthermore, 

traditional techniques sometimes do not include constant trust evaluation, which leads 

to slower response times and less effective threat isolation.   

Figure 5.2 presents the false negative results. 
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Figure 5.2: False Negative Results 

Table 5.2 presents the false negatives of the four DDoS attack detection techniques. 

 

Table 5.2: False Negative Rate 

Scheme False Negative (%) 

AdaptiveMECShield (proposed 

technique) 

2 

SOM 5 

CODE Framework 8 

MECShield framework 12 

 

The results presented in Figure 5.2 highlight the performance of four different DDoS 

attack detection techniques in terms of their false negative rates. False negatives 

represent instances where a system fails to detect an actual DDoS attack. 

 

The proposed technique, AdaptiveMECShield, has the lowest false negative rate of all 

the evaluated techniques at 2%. This indicates that AdaptiveMECShield has a high 

capability to accurately detect DDoS attacks and minimize instances where attacks 

are undetected. Following AdaptiveMECShield, the SOM technique demonstrated a 
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slightly higher false negative rate of 5%. While not as low as the proposed technique, 

it still represents a relatively effective performance in terms of detecting DDoS attacks. 

 

The CODE framework showed a higher false negative rate of 8%, indicating a 

somewhat higher likelihood of failing to detect DDoS attacks compared to the previous 

two techniques. However, it still performs reasonably well in terms of false negatives. 

The MECShield framework has the highest false negative rate among the evaluated 

techniques, at 12%. This suggests a relatively lower effectiveness in detecting DDoS 

attacks compared to the other techniques evaluated. 

 

The results indicate that the proposed AdaptiveMECShield technique outperforms the 

other techniques in terms of minimizing false negatives, followed by SOM, CODE 

framework, and finally the MECShield framework. These findings underscore the 

importance of selecting an appropriate detection technique to effectively mitigate the 

risks associated with DDoS attacks. AdaptiveMECShield outperforms other 

techniques due to several factors as detailed below: 

• Dynamic Adaptability: It can update its detection parameters in real time, 

allowing it to respond to changing attack patterns and network traffic. This 

versatility allows consistent performance under different settings. 

• Advanced Algorithms: The employment of advanced algorithms improves the 

detection of DDoS attacks with high accuracy. These techniques are intended 

to detect small irregularities in network behaviour while minimizing the 

possibility of false negatives. 

• Comprehensive Analysis: AdaptiveMECShield examines a wide range of data 

points and metrics to provide a complete picture of network traffic. This robust 

methodology enables it to uncover trends and signs that less thorough systems 

may overlook. 

• Low False Negative Rate: With a false negative rate of around 2%, 

AdaptiveMECShield is extremely effective at reducing undetected DDoS 

attacks. This low rate is critical for maintaining strong network security and 

detecting threats immediately. 

Figure 5.3 depicts the false positive results between different detection systems. 
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Figure 5.3: False Positives Results 

Table 5.3 depicts the false positives of the four DDoS attack detection techniques.  

False positives occur when non-malicious nodes are detected as an attack. Minimizing 

the false positives prevents unnecessary disruptions to network operations. 

Table 5.3: False Positives Rate 

Scheme False Positives (%) 

AdaptiveMECShield (proposed 

technique) 

3 

SOM 3 

CODE Framework 4 

MECShield framework 5 

 

The results presented in Figure 5.3 offer insights into the performance of four DDoS 

attack detection techniques in terms of their false positive rates. False positives occur 

when non-malicious nodes are incorrectly flagged as malicious, leading to 

unnecessary disruptions in network operations. 

 

Both the proposed technique, AdaptiveMECShield, and SOM demonstrated the lowest 

rate of false positives, each at 3%. This suggests that these techniques are highly 
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effective in distinguishing between legitimate network traffic and potential DDoS 

attacks, thereby minimizing the occurrence of false alarms and unnecessary 

disruptions. 

 

Following closely, the CODE framework exhibited a slightly higher false positive rate 

of 4%, indicating a marginally increased likelihood of false alarms compared to the 

previous two techniques. However, it still maintains a relatively low false positive rate, 

indicating a good balance between sensitivity and specificity in detecting DDoS 

attacks. 

 

The MECShield framework showed the highest false positive rate among the 

evaluated techniques, at 5%. While still relatively low, this suggests a slightly higher 

propensity for incorrectly identifying non-malicious nodes as malicious, potentially 

leading to more frequent false alarms and network disruptions. 

 

The results indicate that both the proposed AdaptiveMECShield technique and SOM 

perform exceptionally well in minimizing false positives, followed closely by the CODE 

framework. The MECShield framework, while still effective, demonstrates a slightly 

higher false positive rate compared to the other techniques evaluated. These findings 

underscore the importance of selecting a detection technique with a balanced 

approach that minimizes false alarms and maintains smooth network operations. 

AdaptiveMECShield outperforms other techniques in minimizing false positives due to 

several key factors as elaborated hereunder. 

• Advanced Precision: It uses highly sophisticated algorithms to distinguish 

between legitimate traffic and potential DDoS attacks. This precision lowers the 

likelihood of false positives, ensuring that normal network operations are not 

disturbed. 

• AdaptiveMECShield balances sensitivity with specificity, allowing it to detect 

true threats while reducing false alarms. This balance is critical for ensuring 

network integrity while avoiding unwanted interventions. 

• Sophisticated Filtering Mechanisms: The system uses advanced filtering 

mechanisms to precisely evaluate traffic patterns. This facilitates identifying 

and excluding non-malicious nodes, lowering the likelihood of false positives. 
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 Figure 5.4 presents the detection time results. 

 

 
Figure 5.4: Detection Time Rate 

 

Table 5.4 shows the detection time of the four DDoS attack detection systems.  

Table 5.4: Detection Time results 

Scheme Detection Time (seconds) 

AdaptiveMECShield (proposed 

technique) 

10 

SOM 15 

CODE Framework 20 

MECShield framework 25 

 

The results depicted in the fourth graph provide insights into the detection time 

performance of four different DDoS attack detection systems. Detection time refers to 

the duration it takes for a system to recognise and respond to a detected attack. 

 

The proposed technique, AdaptiveMECShield, exhibited the fastest detection time 

among the evaluated systems, at 10 seconds. This suggests that AdaptiveMECShield 

is able to detect DDoS attacks, enabling swift mitigation measures to be implemented 
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to safeguard network integrity and service availability. AdaptiveMECShield is able to 

identify DDoS attacks due to several key factors: 

• Advanced Detection Algorithms: It uses advanced algorithms to detect small 

anomalies in network traffic patterns that are indicative of DDoS attacks. These 

algorithms are fine-tuned to detect deviations from typical behaviour fast and 

precisely. 

• Real-Time Monitoring: AdaptiveMECShield monitors network traffic in real time. 

This proactive technique allows it to detect abrupt spikes or abnormalities that 

may indicate a DDoS attack in progress. 

• Adaptive Thresholding: The system employs adaptive thresholding algorithms, 

which adjust dynamically in response to current network conditions. This 

adaptive technique ensures that detection thresholds are always tuned for early 

threat detection while avoiding false negatives. 

• Efficient Data Processing: By focusing on key traffic patterns and filtering out 

irrelevant data, AdaptiveMECShield saves processing time. This efficiency 

enables it to scan incoming data quickly and identify potential dangers without 

delay. 

• Low Latency Design: Its architecture is built for low latency, ensuring that 

detection warnings are created and delivered quickly, allowing for prompt 

response actions.  

 

Additionally, windowing also contributes significantly to the system's capacity to detect 

threats immediately. AdaptiveMECShield uses windowing techniques to examine 

network traffic in discrete time intervals or windows. This method allows it to 

concentrate on current data patterns within each window, making detection more 

accurate and timely. Windowing enables AdaptiveMECShield to organise and process 

data more efficiently, allowing it to notice abrupt changes or anomalies indicative of 

DDoS attacks as they occur. This methodological approach improves responsiveness 

by allowing for early detection of threats and immediate implementation of mitigation 

steps to protect network integrity and service availability. 

 

Following closely, the SOM technique demonstrated a detection time of 15 seconds. 

While slightly longer than the proposed technique, this still represents a relatively rapid 
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response time to detect attacks, ensuring timely action to mitigate potential 

disruptions. 

 

The CODE framework exhibited a detection time of 20 seconds, indicating a slightly 

longer duration compared to the previous two techniques. Nevertheless, it still 

performs reasonably well in terms of promptly identifying and responding to DDoS 

attacks, albeit with a slightly longer delay. 

 

The MECShield framework showed the slowest detection time among the evaluated 

systems, at 25 seconds. This suggests a comparatively slower response to detected 

attacks, potentially leading to vulnerability and increased risk of network disruptions 

before mitigation measures are initiated. 

 

The results highlight the importance of detection time in mitigating the impact of DDoS 

attacks on network operations. The proposed AdaptiveMECShield technique and 

SOM demonstrate swift detection times, followed by the CODE framework. The 

MECShield framework, while effective, exhibits a longer detection time compared to 

the other techniques evaluated, potentially increasing the window of vulnerability to 

DDoS attacks. These findings underscore the significance of selecting a detection 

system capable of promptly identifying and responding to threats to ensure network 

resilience and continuity of service. Figures 5.5, 5.6, 5.7, 5.8 and 5.9 depict the 

Network traffic, Anomaly detection, CPU and Memory utilisation results. 
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Figure 5.5: Network Traffic and Anomaly Detection results 

The Network Traffic and Anomaly Detection over Time in Figure 5.5 compares 

AdaptiveMECShield's performance to the traditional SOM technique in detecting 

anomalies in network traffic over time. 

The Network Traffic Over Time chart compares the performance of 

AdaptiveMECShield in detecting and mitigating DDoS attacks to the SOM technique. 

In Figure 5.5, regular traffic is represented by a steady blue line, whereas anomalous 

traffic, which indicates potential DDoS attacks, is shown by red spikes. Periods of 

anomalous traffic appear dramatically between the time intervals 20-30 and 60-70. 

AdaptiveMECShield, represented by a green line, immediately recognises these 

spikes as anomalous. In the chart, AdaptiveMECShield regularly responds more 

proactively and accurately to anomalies than SOM. Initially, both systems demonstrate 

a baseline level of anomaly detection, indicating their robust capacity to detect 

anomalies in network traffic.  

This rapid detection is critical for reducing the vulnerability to DDoS attacks. In 

contrast, the SOM scheme, illustrated by a purple dashed line, has a delayed response 

in detecting these anomalies, potentially resulting in prolonged durations of exposure 

to attacks. However, as it progresses AdaptiveMECShield exhibits a sharper and more 

noticeable increase in anomaly detection, demonstrating its adaptive capacity to 

respond quickly to developing threats. In contrast, SOM's performance appears 

sluggish, with a decreased rate of anomaly detection over time. This slower response 
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implies that SOM's static or less adaptive techniques may struggle to keep up with 

changing network conditions, resulting in delayed detection of anomalies. 

The results of the Anomaly Detection Over Time chart demonstrate 

AdaptiveMECShield's superiority over the SOM method. AdaptiveMECShield 

consistently detects anomalies as soon as they occur, displaying superior sensitivity 

and accuracy in discriminating between legitimate and malicious traffic patterns. This 

is accomplished through its adaptive threshold method, which constantly changes to 

current traffic conditions, improving its ability to identify attacks while reducing false 

positives and negatives. On the other hand, the SOM scheme's static threshold causes 

delayed detections and a larger risk of false alarms, showing a lower adaptability to 

changing traffic patterns. 

Overall, these findings demonstrate AdaptiveMECShield's improved performance in 

real-time anomaly detection and mitigation of DDoS attacks. By providing rapid and 

precise detection of harmful traffic, AdaptiveMECShield effectively protects MEC 

systems, assuring continuous availability and increased performance of edge 

computing services.  

Figure 5.6 displays the CPU usage of AdaptiveMECShield and the SOM scheme over 

a specified period.  

 

Figure 5.6: CPU Utilisation over Time 
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AdaptiveMECShield is more efficient in network monitoring and anomaly detection 

than SOM due to its constantly lower CPU utilisation. This efficiency reduces 

computational overhead, which saves system resources while improving network 

infrastructure performance and responsiveness. By optimizing resource utilisation and 

focusing on important data processing, AdaptiveMECShield provides system stability 

and allows for rapid, effective reactions to possible security threats. This feature 

demonstrates its ability to handle stringent network monitoring requirements while 

remaining operationally efficient and security effective. 

The benefits of AdaptiveMECShield's reduced CPU utilisation are especially 

noticeable during moments of high network traffic. During these moments, network 

monitoring systems are generally subjected to increased load, putting a strain on 

system resources and reducing performance. However, AdaptiveMECShield's ability 

to sustain minimal CPU consumption under such situations shows that it is well-suited 

to handling rising traffic volumes without sacrificing performance. This functionality 

ensures that the system remains robustly responsive even when faced with 

unexpected increases in network activity, offering dependable protection against 

DDoS assaults and other anomalies. In contrast, systems that rely on SOM may have 

increased processing loads during peak traffic periods, potentially resulting to slower 

reaction times and reduced anomaly detection effectiveness.  

Figure 5.7 presents comparative memory usage of AdaptiveMECShield and SOM over 

time. 

 
Figure 5.7: Memory Utilisation over Time 
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AdaptiveMECShield outperforms SOM in terms of resource management, consistently 

requiring less memory. This effective memory usage is critical for system stability, 

especially during extended attack periods. By conserving memory resources, 

AdaptiveMECShield guarantees that the system may continue to function effectively 

without being overburdened, improving its responsiveness to ongoing threats and 

preserving overall network integrity. 

 

The lower memory utilisation of AdaptiveMECShield emphasises its scalability. Due 

to its excellent resource management, particularly with regard to memory usage, it 

consistently uses less memory than other strategies such as SOM, which is critical for 

ensuring system stability during extended attack periods. By preserving memory 

resources, AdaptiveMECShield guarantees that the system continues to function 

properly without becoming overworked. This effective use of memory enables the 

system to handle continuous threats while maintaining network integrity. The low 

memory consumption not only underlines the system's scalability but also allows it to 

adapt to changing network needs and rising loads, assuring strong performance and 

dynamic response to threats. This scalability is critical for ensuring efficient operations 

in a variety of network environments. Furthermore, even as network traffic grows, 

AdaptiveMECShield continues to provide reliable protection and efficient anomaly 

detection without sacrificing performance. Systems that use SOM, on the other hand, 

may struggle with increased memory requirements, risking their ability to scale and 

maintain optimal performance in high-traffic situations.  

 

Figure 5.8 displays the average trust level assigned to network sources over time, 

helping to understand how the system evaluates and adjusts trust for different 

sources. 
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Figure 5.8: Average Trust Level over time 

Adaptive Trust Management (ATM), as implemented in AdaptiveMECShield, is a 

dynamic system that constantly assesses trust levels based on real-time packet 

header and traffic analysis. Unlike traditional static trust mechanisms, this adaptive 

approach enables rapid alterations in response to change conditions. Under normal 

circumstances, trust in legitimate users gradually increases over time as their regular 

and trustworthy behaviour is recognised. 

One of the primary strengths of ATM is its ability to respond to abnormalities, 

particularly during periods of high traffic, such as potential DDoS attacks. In such 

cases, the system rapidly lowers trust ratings in dubious sources. This rapid change 

allows the system to timeously identify and isolate malicious actors, reducing potential 

threats more efficiently. 

When compared with SOM, ATM offers substantial benefits. SOM often employs fixed 

or less adaptable trust mechanisms, which may not respond as quickly to changing 

traffic patterns. As a result, malicious sources may be detected more slowly, and 

regular and aberrant traffic may be differentiated less effectively. In contrast, the 

dynamic nature of ATM allows for more agile responses to emerging threats, hence 

improving overall security resilience.  

Figure 5.9 highlights the system’s ability to detect and respond to anomalies in network 

traffic over time. 
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Figure 5.9: Anomaly Detection Over Time 

Timely detection is a key element of AdaptiveMECShield, intended to rapidly detect 

anomalies as they occur to reduce the window of risk. This early identification is critical, 

especially in preventing the spread and impact of DDoS attacks, which can cause 

disaster on network infrastructure and services. Another important feature of 

AdaptiveMECShield is adaptive thresholding, which modifies thresholds in real time in 

response to changing traffic conditions. By constantly adapting, the system becomes 

more responsive to the abrupt traffic spikes that are typical of DDoS attacks, while 

also decreasing the risk of both false positives and false negatives. This adaptive 

technique improves the system's ability to effectively identify and mitigate threats. 

In contrast, SOM frequently relies on set thresholds that may not be able to react to 

quick changes in traffic patterns. As a result, SOM may have delayed anomaly 

detection and a higher rate of false alarms, especially in dynamic network 

environments with rapid traffic fluctuations. As a result, AdaptiveMECShield's dynamic 

thresholding method significantly improves its ability to handle developing cyber 

threats. 

AdaptiveMECShield and SOM are two independent ways of anomaly detection in 

network security, with each adopting unique mechanisms and techniques to protect 

against cyber threats. This study analyses their design concepts, techniques, and 

efficacy in dynamic network settings. 
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VII. Design principles 

AdaptiveMECShield has a modular architecture that includes a traffic monitoring 

module, a dynamic thresholding engine, and an anomaly detection unit. This modular 

design increases flexibility for integration with existing network infrastructures and 

scalability. It continuously modifies thresholds using machine learning algorithms 

based on real-time traffic analysis, allowing for rapid adaptability to changing network 

conditions [53]. 

SOM is based on a clustering technique in which nodes learn to represent patterns in 

input data by applying specified static thresholds. It uses these thresholds to classify 

network behaviour as normal or abnormal, which can limit its ability to respond to 

dynamic changes in network traffic patterns [54].  

VIII. Mechanisms and Techniques 

AdaptiveMECShield uses machine learning algorithms to dynamically modify 

thresholds, ensuring sensitivity to real-time network dynamics and effective anomaly 

detection. It uses continuous learning capabilities to react to emerging cyber threats 

over time, reducing false positives [55]. 

SOM classifies network traffic using predefined thresholds derived from initial training 

data, which may not be able to adapt to changing network conditions unless updated 

periodically. This can result in delayed anomaly detection and increased false positive 

rates in dynamic contexts [56]. 

IX. Effectiveness in Dynamic Network Environment 

AdaptiveMECShield provides a fast response to changing network conditions while 

decreasing detection latency and false alerts. Its dynamic thresholding mechanism 

improves resilience to emerging cyber-attacks, making it ideal for scenario with 

changing traffic patterns. 

SOM is effective in stable network situations with predictable traffic patterns but may 

suffer in dynamic settings. Static thresholds might lead to delayed anomaly detection 

and higher false positive rates, demanding manual modifications and updates to 

ensure continued relevance [58]. 
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Table 5.5 shows the comparitive summary between the AdaptiveMECShield and 
SOM. 

Table 5.5: Comparison summary  

Feature Self-Organizing Map (SOM) AdaptiveMECShield 
Design Principle Topology preservation with 

static thresholding. 
Dynamic thresholding with 
real-time analysis 

Thresholding Static, predefined thresholds Dynamic, real-time adjustable 
thresholds 

Adaptability Slower adaptation to new 
patterns. 

Quickly adapts to new traffic 
patterns. 

Anomaly Detection speed Delayed, due to static 
thresholds 

Fast, due to real-time 
monitoring 

Responsiveness Slower response to rapid 
changes in traffic patterns 

High responsiveness due to 
dynamic thresholding 

False Alarm Rate Higher, due to sensitivity to 
normal variations. 

Lower, due to adaptive 
thresholding reducing false 
positives 

Scalability  Less scalable for real-time 
applications. 

Highly scalable for large-scale 
dynamic environments. 

Computational Complexity Computationally intensive 
training process 

Requires sophisticated 
infrastructure and resources 

Initial Calibration May not require significant 
initial calibration 

Requires initial calibration 
phase 

Suitability for Dynamic 
Environments 

Limited, performs poorly in 
rapidly changing conditions 

Highly suitable, performs well 
in dynamic environments 

Accuracy in Anomaly Detection Moderate, limited by static 
thresholds 

High, improved by real-time 
adjustments 

Ease Implementation Easier to implement with 
lower infrastructure 
requirements 

More complex to implement 
due to dynamic nature 

Adaptability Limited, static thresholds do 
not adapt to new threats 

Highly adaptive, continuously 
learns and adjust thresholds 

 

 

5.3  Conclusion 

In conclusion, our proposed DDoS detection technique demonstrates significant 

efficacy and performance compared to other detection techniques. We designed this 

technique to optimise detection accuracy and reduce false alarms, guided by thorough 

evaluation. 

Our approach involved establishing an appropriate threshold through rigorous 

experimentation. This process allowed us to fine-tune the detection system, enhancing 

its ability to accurately distinguish between legitimate traffic and DDoS attacks. By 
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carefully adjusting this threshold, we minimized false positives (incorrectly identifying 

normal traffic as attacks) and false negatives (failing to identify actual attacks). This 

meticulous process communicates the thoroughness and reliability of our technique, 

ensuring it performs well in real-world scenarios. 

The evaluation metrics address critical aspects of the detection system's performance, 

including detection accuracy, false negatives, false positives, and detection time. 

Highlighting these metrics communicates the comprehensive nature of our evaluation 

and the balanced optimisation achieved. Our technique's superiority across various 

performance evaluation metrics underscores its effectiveness (high accuracy) and 

minimal misdetection (low false positives/negatives). 

Another distinguishing feature of AdaptiveMECShield is its efficient resource 

management, as demonstrated by decreased CPU and memory utilisation when 

compared to standard Static Or Less Adaptive Threshold Mechanisms (SOM). This 

efficiency provides optimal processing and resource management, which improves the 

solution's overall efficacy. 

The charts given graphically demonstrate AdaptiveMECShield's outstanding 

performance, highlighting its capacity to improve detection accuracy, speed, and 

resource utilisation. Using techniques such as load balancing, adaptive thresholding, 

and real-time traffic analysis, AdaptiveMECShield provides a comprehensive 

architecture for mitigating DDoS attacks. Finally, this approach ensures the continuous 

availability and performance of important edge computing services, hence 

strengthening the resilience of MEC systems against evolving cybersecurity threats. 

Ultimately, our technique not only improves the detection of DDoS attacks but blocks 

potential threats, thereby protecting network integrity and ensuring continuous service 

delivery. By communicating these advancements, we emphasise the robustness and 

practical applicability of our DDoS detection solution. 
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CHAPTER 6: Conclusion 

 

6.1 Summary of the findings  

The rapid advancement of technology has led to the emergence of new paradigms in 

networking technologies, such as edge computing, which brings computing and 

storage closer to users. However, these advancements have introduced various 

security challenges and vulnerabilities, including the threat of DDoS attacks. While 

edge computing offers significant benefits, such as enhancing IoT performance, it also 

exposes systems to potential security risks [12]. 

This study addressed the security issues associated with DDoS attacks in MEC 

environments by implementing a secure access network mitigation technique. The 

research objectives encompassed exploring the factors influencing DDoS attacks in 

MEC, investigating design strategies for secure access networks, analysing the 

challenges posed by DDoS attacks in MEC, and designing and evaluating the efficacy 

of the access network scheme in MEC. 

To address these concerns, the research proposed a secure access network 

technique, AdaptiveMECShield, which protects MEC devices from DDoS attacks. This 

technique integrates load balancing, adaptive threshold, windowing, and mitigation, 

along with controllers for real-time traffic monitoring and decision-making [59], [60]. 

Through simulation-based evaluation, the study demonstrated the effectiveness of the 

proposed technique in mitigating DDoS attacks and protecting MEC environments. 

The key findings are: 

• Effective DDoS Mitigation: The proposed secure access network technique 

effectively mitigates DDoS attacks and protects MEC systems. 

• High Detection Accuracy: The technique achieves a detection accuracy rate of 

92.5%. 

• Low False Positive Rate: The technique maintains a low false positive rate of 

3%. 

• Low False Negative Rate: The technique has a low false negative rate of 2%. 
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• Early Detection: The technique detects attacks earlier, with a detection time of 

10 seconds. 

• Proactive and Adaptive: The anomaly-based detection technique is proactive 

and adaptive, enhancing the security of MEC systems against DDoS attacks 

[61], [62]. 

6.2  Implications and Contributions 

This research contributes to the improvement and enhancement of security in 

emerging technologies and networks, such as MEC. The proposed technique provides 

a robust and adaptive security measure to address the evolving threat landscape of 

MEC. The findings of this research have several implications: 

• Development of DDoS Mitigation Techniques: The research aids in the 

development of more effective DDoS attack mitigation techniques in MEC 

systems.  

• Improvement of Security Measures: The findings support the improvement of 

security measures in edge computing and IoT networks. 

• Enhancement of Network Resilience: The proposed technique enhances 

network resilience and availability in the face of DDoS attacks [63]. 

6.3  Limitations and Recommendations for Future Research 

While AdaptiveMECShield shows promise in simulations, several limitations need to 

be addressed for broader application in real-world settings. This section outlines the 

system’s limitations and makes recommendations for future research: 

6.3.1 Limitations 

• Simulation-Based Evaluation: AdaptiveMECShield's evaluation is based on 

simulations, which fall short of accurately capturing the complexity of actual 

MEC settings. Variable traffic circumstances and network heterogeneity are 

examples of factors that have not been investigated in real-world scenarios. 

• Scalability Issues: In large-scale MEC networks with high traffic volumes, real-

time packet analysis and decision-making may become a bottleneck, creating 

scalability issues. 
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• Adaptive Threshold Management: In dynamic traffic scenarios, the system's 

adaptive thresholds might not be adjusted appropriately, which could result in 

false positives or negatives. 

• Resource Constraints: Real-time monitoring places a computational overload 

on MEC nodes with limited resources, which may impede performance under 

heavy traffic loads. 

• Trust-Based Packet Prioritization: The trust-based method may include flaws 

that allow skilled attackers to manipulate trust ratings in order to avoid 

detection. 

• Emerging Attack Techniques: AdaptiveMECShield concentrates on 

conventional DDoS attacks, it is susceptible to more recent and advanced 

attack methods, such multi-vector DDoS [59]. 

6.3.2  Recommendations for Future Research 

Future research endeavours should focus on implementing and evaluating the 

proposed technique in real-world MEC environments to validate its effectiveness in 

practical scenarios. Additionally, exploring complementary approaches to enhance 

MEC security and conducting further research on the impact of DDoS attacks and 

mitigation techniques are recommended. Developing more robust and adaptive 

security measures to address the evolving threat landscape of MEC should also be 

prioritised. Specific recommendations include: 

• Real-World Implementation: Implement and evaluate AdaptiveMECShield in 

practical MEC scenarios. 

• Complementary Security Approaches: Investigate additional techniques to 

enhance MEC security. 

• Further Research on DDoS Impact: Conduct in-depth studies on the impact 

of DDoS attacks and the effectiveness of various mitigation strategies. 

• Robust Security Measures: Focus on developing more adaptive and resilient 

security measures to keep pace with evolving threats [64], [65]. 

6.4  Conclusion 

In conclusion, the research demonstrates the effectiveness of the proposed secure 

access network mitigation technique, AdaptiveMECShield, in protecting MEC against 
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DDoS attacks. Its proactive and adaptive nature significantly enhances the security of 

edge computing and IoT networks. The findings of this study contribute to the existing 

body of knowledge by providing a comprehensive framework for mitigating DDoS 

attacks [66]. 

Our findings show that the proposed method represents a significant advancement in 

the field of network security, offering a dependable solution for early detection and 

mitigation of DDoS attacks. Future work could focus on improving the threshold 

selection method, investigating new performance indicators, and broadening the 

system's applicability to different types of network threats. This comprehensive 

evaluation technique prepares the groundwork for ongoing improvement and 

adaptation of the detection system to evolving cyber threats. Future efforts could 

concentrate on practical implementation and further exploration of security strategies 

to enhance MEC security. As the threat of DDoS attacks continues to evolve, 

prioritising research and development in this field of cybersecurity remains crucial [67]. 
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Appendix A 

Algorithm 3.1. Function update trust based on packet headers  
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Appendix B 

Algorithm 3.2: Trust management based on header fields’ information with 
windowing 
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